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Business Objectives and CAST value

 Risk mitigation – Continuous quality management

 Reduce application risks that could seriously damage the business

 an application outage, data corruption and serious performance problems

 Increase end-user satisfaction

 Increased control – better visibility

 Gain visibility over the work done by the teams (outsourced)

 Provide business owners the mean to measure the deliveries to 

assess both risk and costs of the outsourced work
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Objectives of the POC

 Demonstrate that CAST AIP can help Big Bank to achieve the 

above objectives 

 Structure of the POC

 Technical proof that CAST AIP can take into account a representative 

application of Big Bank

 Inventory of the "XXX" application 

 Provides the basis to demonstrate the value

 Exploration of the findings

 Value delivered in regards of the objectives

– Risk mitigation

– Increased control 
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Inventory of the “XXX” application

Technology & 

Sizing Data 

Overview

Key Highlights of 

Analysis

 Runtime:  30 minutes baseline, 15 minutes subsequent run

 Violations:

 Total No: 21,837

 Critical No: 3,747

 Large number of critical violations introduced between versions

 Overall health of "XXX" declining between versions

 Substantial Complexity drift indicating worsening maintenance costs

Technical proof
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Risk mitigation – Continuous Quality Management

 Summary

 Objective

 Prevent deprecating user experience and 

costs associated with application downtime

 Means

 Early detection of possible defects

 Reuse or better use of safe 

components/frameworks

 Proof

 Verification of latest delivery specifically the new/modified code

 Examination of pertinent diagnostics

– Error & Exception management

– Possible performance issues

– Others (not illustrated here): Secure coding, Risk of data corruption, Memory 

Management, Expensive loops

Value proof
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Early detection of defects - How

 Identifying critical violations

 Violation with high probability of introducing problems during later 

development phases

 Verify the critical violations introduced in latest build

 List of artifacts in violation

Critical comparison

Value proof
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Early detection of defects - What

 UC: Effects of poor error and except management

 Application instability

 Deteriorating user experience

 Extended time for root cause analysis and time to fix (MTTR)

 Application shows issues

 No error management in T-SQL referenced

 Generic exceptions thrown, rather than specific exceptions

 Presence of unhandled exceptions; empty catch blocks

Error management

Critical rule with 
many violations

Non critical rule 
with few 

violations

Value proof
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Early detection of defects - What

 Example: Avoid throwing an exception of type Exception

 Rationale: caller cannot perform a specific recovery process that is 

needed

 Issue: Root cause analysis more difficult

Error management

Value proof
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Early detection of defects – What

 UC: Expensive calls in Loops

 Causes poor performance due to bad garbage collection

 Can cause extreme use of network and database I/O caching

 "XXX" Application shows various deviations

Performance issues

Value proof
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Early detection of defects - What

 SQL handling

 Incorrectly written SQL queries cause for performance issues 

 "XXX" Application 

SQL Performance

Value proof
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Better use of safe components/frameworks

 Missed opportunity for re-use in the application

 Distribution shows very limited used based on actual use in the 
application

 Many copy pasted artifacts present

Value proof
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Risk mitigation – Quality Management

 Immediate value delivery

Impact Area Key Issues Immediate Effect on Business Objectives

Robustness - Inconsistent database access - Risk of data corruption

- Issues error and exception 

management

- Exceptions are not caught which could make 

the application come to a full stop

- Deteriorating user experience

Performance - Expensive calls in Loops - Deteriorating user experience

- Weak memory management

Security - Encapsulation of data fields - Sensitive data exposure

- Dangerous data access from 

presentation layer

- Sensitive data exposure

Value proof
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Increased control – better visibility

 Summary

 objectives 

 Gain visibility over the work done by the teams

 to provide business owners the mean to measure the deliveries to assess 

both risk and costs of the outsourced work

 Means

 Objective measurement and critical points follow up

 Monitoring of deliveries

 Proof

 Technical quality gate

 Compliance view

 Enforcement of Big Bank standards

Value proof
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Objective measurement and critical points follow up

 Technical Quality gate

 Achievement Ratio for the Second Code Drop – V2 = 17%

 17 objectives = 17 critical rules

 3 achieved objectives = 3 critical rules have achieved the expected compliance ratio

 14 failed objectives = 14 critical rules under expected compliance ratio 

 delivery doesn’t meet expectations and possibly SLA requirements

 Achievement Ratio for the entire application = 17%
 SLA could specify an improvement of this achievement ratio over a period of time

Value proof
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Objective measurement and critical points follow up

 Health Factors and Violations

 Combine the assessment of the overall quality (the TQI and Health 

Factors) with a close follow-up of critical points that can cause severe 

failures.

 Between V1 and V2: 

 +570 violations (+15%)

 +101 complex objects (+22%)

 Significant degradation of the Robustness, Changeability and Transferability

 Major deterioration of the compliancy to the Architectural Design

 Maintainability and Technical quality indexes also sliding

Value proof
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Objective measurement and critical points follow up

 Latest delivery statistics

 Quick detection of latest delivery of the application

 How many violations are added?

 Do I need to take action on the Health Factor indications?

Value proof
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Objective measurement and critical points follow up

 Verification of effort and complexity

 How much has been added and what was the associated effort/cost?

 Complexity of delivery

 2% Highly complex

 6% Complex

Value proof
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Monitoring of deliveries

 UC: Compliance view

 Disrespect of coding standard and architectural standards cause 

problems in the long run

 Bad performance

 Illegal data access

 Poor transition capability 

 Difficult to change applications 

Value proof
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Monitoring of deliveries

 Enforce Big Bank standards and Big Bank framework usage

Value proof



20Copyright CAST 2007

Summary & Next Steps

 Several critical issues found = immediate value

 Next steps

 Extended Pilot – continued use of CAST on "XXX" platform

 Incorporate into larger SDLC


